About The SecAl +
Exam
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What Is CompTIA SecAl+? 4 h

Vendor-neutral Al security certification
Applies across clouds, platforms, and toolsets
The first of its kind from CompTIA




The Dual Focus

DEFEND Al
Protect models from adversarial attacks

Secure training data pipelines
Control access around Al APIs

USE Al
Al-powered threat detection

Automated incident response
Al tools in the SOC




Recognized Globally

Maps to DoD 8570 and 8140 requirements

Valued in government and
defense contracting




Why SecAl+ Matters Now

85% 2 2027

Enterprises already hit by an Al Al/ML security — fastest-growing Al security projected as a board-
security incident specialty in security job postings level mandate




Four Exam Domains

( ) DOMAIN1

Al concepts for cybersecurity

( ) DOMAIN 2

Securing Al systems

DOMAIN 3

Al-assisted security

DOMAIN 4

Governance, risk, & compliance




Use This
Course Well

1. Watch in order — earlier concepts support later ones

2. Review the exam objectives before and
after each episode

3. Practice hands-on — PBQs test applied skill

4. Take practice exams before you book the test




SecAl+ Exam Info
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The Exam at a Glance

(" ) 60 QUESTIONS

Multiple-choice +
performance-based

( ) 60 MINUTES

About one minute
per question

600 TO PASS
Scaled scoring, 100-900

3 YEARS

Renew via 30 CEUs or retake




Domains & Weights

DOMAIN1-17%

Basic Al concepts —
~10-11 questions

DOMAIN 3 - 24%

Al-assisted security —
~14-15 questions

BALANCE

DOMAIN 2 - 40%

Securing Al systems —
the heavyweight

DOMAIN 4 -19%

GRC —
about 11 questions

No single domain is the exam — prepare across all four




Two Question Types

MULTIPLE CHOICE
Single and multiple response

No partial credit on multi-response
Scenario-based situations

PERFORMANCE-BASED

Simulated real environments
Analyze tool output and configs
Front-loaded — flag and return




Built for Practitioners

( ) ANALYSTS

Al changes your
threat landscape

( ) AI/ML ENGINEERS

Security vocabulary +
adversarial mindset

SOC

SIEM, SOAR,
Al-assisted hunting

GRC

Al regulatory
frameworks and policy




Before You Start

No official prerequisite
CompTIA recommends 2+ years hands-on IT security
Security+ or equivalent? You're in good shape




Exam Day
Principles

Read carefully — BEST, MOST, LEAST qualifiers
Manage your time — bank the 20-second wins

Flag and return with fresh eyes

A w oo

Trust your preparation




What SecAl+ Does

for You
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Career Benefits

(" ) VALIDATION

Proof you can
secure Al systems

( ) DIFFERENTIATION

A formal Al
credential few hold

SALARY

15-30% premium
over traditional roles

COMPLIANCE

Maps to DoD 8570
and 8140




Where SecAl+ Takes You

ARCHITECT MLSECOPS RISK

Al Security Architect — MLSecOps Engineer — Al Risk Analyst —
controls & isolation (senior) pipelines, monitoring, testing impact assessments & documentation




More Roles in Demand

DATA THREATINTEL GOVERNANCE

Security Data Scientist — Threat Intelligence Analyst — Al Governance Specialist —
Al data & analysis tools adversarial Al techniques ethics boards and compliance programs




LLELE G EL

Al/ML security postings up 112% (2022-2025)

2.5x cloud security growth - 4x SOC
analyst growth

Al-linked governance and risk roles up 67%




Your Certification Pathway

f ) SECURITY+ f ) AAISM

The security foundation ISACA's Al security

this course builds on management next step
U J \_ J
f ) SECAI+ f ) CISSP/ CISM

Al security — Senior leadership

you are here gold standard




Demo Setup
Instructions
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Pick Your Python Environment

GOOGLE COLAB — RECOMMENDED LOCAL PYTHON
Free — use your Gmail account Already installed and comfortable?
Nothing to download or install You manage your own libraries

No libraries to manage Fine — your choice




Google Colab — Step by Step

Sign in with Gmail - File — New Notebook




Upload Your Demo File

Files — Upload - Colab is a sandbox — keep copies saved elsewhere




Run It

Ipython3 + Copy Path — Run




Al-Powered Demos
Need a Key

Most demos are simulations — they run anywhere
A few connect live to OpenAl APIs
One-time setup: free OpenAl account + API key




Sign Up at platform.openai.com

Email - password - verification code




Generate — and COPY — Your Key

API keys — Create new secret key - shown once, store it safely




Wire the Key into Colab

Ipip install openai -q - %eenv OPENAI_API_KEY=... - Ipython3 demo.py




