Microsoft 365 Tenant-Security

Verstehen. Anwenden. Absichern.
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Das (medienwirksame) Thema mit der Sicherheit

Resentful employee deletes 1,200 Microsoft Office 365

accounts, gets prison

https://www.bleepingcomputer.com/news/security/resentful-employee-deletes-1-200-microsoft-office-365-accounts-gets-prison/

Deutschland mit am meisten von
Cyberangriffen betroffen

Al Attacks Surge as
Microsoft Process 100

Deutschland lag zuletzt laut einem Microsoft-Bericht weltweit an vierter
Stelle der von Cyberangriffen betroffenen Staaten. Lander wie Russland

weiteten diese aus.

| B2 B =
rl lon Igna s y https://www.zeit.de/digital/internet/2025-10/microsoft-bericht-cyber-sicherheit

https://www.infosecurity-magazine.com/news/microsoft-process-100-trillion/

Microsoft Patches Critical Entra ID Flaw Enabling Global Admin
Impersonation Across Tenants

https://thehackernews.com/2025/09/microsoft-patches-critical-entra-id.html
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Was ist anders als fruher?

Angriffe kbnnen durch Automatisierung und neuerdings
durch Kl nahezu grenzenlos skaliert werden.

Gleichzeitig steigt deren Komplexitat so weit, dass sie oft
nur noch durch hochspezialisierte Experten oder Systeme
erkannt und abgewehrt werden konnen.
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Sicherheitsarchitektur zu Zeiten von Cloud und KI

% (%1 Telemetry/analytics/assessment

Organizational Policy
Business Optimization, Compliance, and Governance

Identities ﬁ Policy enhancement (:,]

Human J’

—
—_—
N -
Non-human
Data
Strong
authentication Zero TrUSt -
Classify, label, r : p
— Emails & documents
Identity risk . Network a e::\x.ihoss &
Policy enforcement p -
= Structured data
. Public
Request F A & Traffic filtering
‘ enhancement / e Bl i *%e & segmentation
Private
a Control Enforcement i i
Applications
[ Adaptive
Conti T @ Access 9 SEISARTE
End Oil‘ltS ontinuous __
P assessment (i) ES| On-premises Apps
Device
Corporate compliance
l — . Threat Protection
Personal Device risk
@ Risk Assessment Infrastructure
. ~s Runtime w
t (] ——m gn Response Automation ‘ (] — *~ control " " E g g
g § = 3 B
o<§ Threat Intelligence B = é §
TZE Forensics JIT and Version Control
o Security posture assessment 0
L User experience optimization ®

httRs:“Iea rn.microsoft.com‘en-us‘azure‘secu ritx‘fu ndamentals‘zero-trust
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Security Defaults als Ausgangspunkt

a admin center P Search resources, services, and docs (G+/) HenXia@securitydocs0
MICROSOFT SECURITY DOCS 01
Home > :
a ome Security defaults X
M icrosof‘t Secu rity DOCS 01 0 How can | improve app portfolio health? Which service principals’ credentials will be due for renewal soon? ‘Which apps’ credentials will be due for renewal soon?
&
Security defaults
+ Add ’:';‘:‘ Manage tenants What's new Preview features ,@ Got feedback? ‘ Disabled v ‘
* @ T improve your experience, we're experimenting with your Home page. Click "Got feedback?" to tell us what you think. Enabled
s Qverview Menitaring Recommendations Setup guides ‘ Disabled ‘
IG) Uata 10cation (Primary Lopy) (i) UnIeq states aatacenters
99.9% of account compromise could be stopped by using
R Notification Englich multifactor authentication, which is a feature that security defaults
otification language nglis ~ provides.
= Tenant ID cf268bd7-dd2e-458c3-81b2-bd0c2a3ealdl 1) Microsoft's security teams see a drop of 80% in compromise rate
- when security defaults are enabled.
B )
Technical contact | ‘
(]
Global privacy contact | ‘
@
Privacy statement URL | ‘
. Learn more & about data location and residency.
=&
] Access management for Azure resources
& (HenXia@securitydocs01.onmicrosoft.com) can manage access to all Azure subscriptions and management groups in this tenant.
Learn more @
o}
® Do
o4
Security defaults
4
(=] Security defaults are basic identity security mechanisms recommended by Microscft. When enabled, these recommendations will be automatically enforced in your organization. Administrators and users will be better protected from common identi
Learn more &
e A vour organization is not protected by security defaults.
Manage security defaults
=]

]

=>» Multifaktor-Authentifizierung + Alte Protokolle ausschalten + Admin-Funktionen zuséatzlich absichern

httﬁs:“lea rn.microsoft.com‘en-us‘entra‘fundamentals‘secu ritx-defaults
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Conditional Access als die Grundlage, es richtig zu machen

(im] @ Conditional Access - Microsoft | X | =

< C & hty

Microsoft Entra admin center L Search resources, services, and docs (G+/)

//entra.microsoft.com/ Conditional/

Home
(i ) Conditional Access | Overview - X | a
Azure Active Directory
* L
Create new polic Create new policy from templates () Refresh A&7 Got feedback? i
+ policy policy P O :
O Ovenview
> _ . . o
Folicies Getting started Overview  Coverage Manitoring (Preview) Tutorials
(o] 8
@ Insights and reporting
Policy Summary 5
2 X Diagnose and solve problems ¥
o Manage VA Policy Snapshot @ Users w
v an .
2 &> Named locations 5 Enabled 17 Report-only 9 ot 3 users signed in during the last 7 days without any
View all policies policy coverage Ee
ﬁ i] Custom controls (Preview) See all unprotected sign-ins
Terms of use
I VPN connectivity i Devices Ba%  Applications
& Authentication context 88% of sign-ins in the last 7 days were from WA Browse r list of applications that are not protected by
your policies.

unmanaged or non-compliant devices

© Authentication strengths See all nancompliant devices View top unprotected apps
= Cl li See all unmanaged devices “
#= Classic policies
Menitoring
General Alerts
& D Sign-inlogs
~ & Auditlogs Named Locations
(& IPv6 is coming to Azure Active Directory! Update
Troubleshooting + Support your Named locations with IPv6 ranges.
4 Learn more (3
& 4 New support request
1 policies have a Named Location condition
»
Security Alerts (Preview)
&

Description Suggested Policy Templates
69% of sign-ins out of scope of Conditional Access policies in the last 7 days. Learn more (@ Create policy to require multifact

69% of sign-ins lack multifactor authentication requirement in the last 7 days. Learn more [ Create policy to require multifact

Enthalten in:

* EntralDP1

* Microsoft 365 Business Premium
* Microsoft 365 F1/F3

* Microsoft 365 E3 / E5

* Microsoft 365 A3 / A5

(NICHT enthalten in Office 365-Planen)

https://learn.microsoft.com/en-us/entra/identity/conditional-access/overview
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Unterschiedliche Authentifizierungsstarken anwenden

Home > Conditional Access

0 Conditional Access | Authentication strengths

Microsoft Entra ID

@ overview
i= Policies
#= Deleted Policies (Preview)

@ Insights and reporting

# Diagnose and solve problems
Manage

4> Named locations

[®' Custom controls (Preview)

[ Terms of use

@& VPN connectivity

Authentication contexts
O Authentication strengths
i= Classic policies
Monitoring

3 sign-inlogs

Audit logs
Troubleshooting + Support

2 New support request

+ New authentication strength O Refresh

Authentication strengths determine the combination of authentication methaods that can be used.
Learn more &

Type: All Authentication methods: All "% Reset filters

Authentication strength Type Authentication methods

Multifactor authentication Built-in ‘Windows Hello For Business / Platform Credential and 16 more
Passwordless MFA Built-in ‘Windows Hello For Business / Platform Credential and 3 mare
Phishing-resistant MFA Built-in ‘Windows Hello For Business / Platform Credential and 2 mare

New authentication strength

Custom

Configure Review

Name *

Name your authentication strength

Description

Add a description for your authentication strength

‘ P Search authentication combinations

<

Phishing-resistant MFA (3)
Windows Hello For Business / Platform Credential

Passkeys (FIDO2)
Advanced options

Certificate-based Authentication (Multifactor)
Advanced options

<

Passwordless MFA (1)

Microsoft Authenticator (Phone Sign-in)

<

Multifactor authentication (13)

Tempaorary Access Pass (One-time use)

Temporary Access Pass (Multi-use)

Password + Microsoft Authenticator (Push Naotification)
Password + Software OATH token

Password + Hardware OATH token

Password + SMS

Password + Voice

Federated Multifactor

Federated Single factor + Software OATH token
Federated Single factor + Hardware OATH token

Federated Single factor + SMS

Federated Single factor + Voice

Jooooooooooooooono 0o o

Previous

Federated Single factor + Microsoft Authenticator (Push Notification)



Gaste & Conditional Access

Demo
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Hinweis zu der Teilen-Funktion & Gasten

Friher wurde die Absicherung beim Teilen von Dateien und
Ordnern Uber SharePoint geregelt.

Woodgrove o o User
User initiates sign in

Jl If" B

4 o_ ;
nicole@firstupconsultants.com A A

o ‘=1 -0 A

One-time passcode User retrieves code
is sent to email from email

F 3

User returns code to Woodgrove

User gets access

Empfehlung:
Aktivierung der auf Entra B2B Integration, wobei dadurch einmalig alle alten
Links kaputt gehen.

https://learn.microsoft.com/en-us/sharepoint/sharepoint-azureb2b-integration
https://learn.microsoft.com/en-us/entra/external-id/one-time-passcode
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Wie viel Sicher




" LANSCO

Umgang mit unterschiedlichen Benutzertypen

Endbenutzer Externe Benutzer Servicebenutzer

e GroRter Schulungsbedarf o Zugriff begrenzt e Stattdessen Workload
 GroRte Angriffsflache * RegelmaRig aufraumen Identities nutzbar?

* MFA verpflichtend e MFA verpflichtend * MFA und Nutzung

e Ziel: Passwordless begrenzen

Privilegierte Benutzer Sonstige

¢ PIM nutzen ¢ 2.B. Shared Mailboxes
¢ Maximal starke ¢ Individuell entscheiden

Authentifizierung e Nach Méglichkeit
e Nutzung begrenzen deaktivieren
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Die Gefahr durch privilegierte Benutzer

Home > Groups | Overview > App registrations >

4., Roles and administrators | All roles

Walke?

&, Allroles

& Admin units

& Pprotected actions

#{ Diagnose and solve problems
Activity

7= Access reviews

Audit logs

Troubleshooting + Support

a New support request

+

New custom role

e custom role i Download assignments. O Refresh

[e2l Preview features R’j Got feedback?

@ Get just-in-time access to a role when you need it using PIM. Learn more about PIM —>

‘ £ Search by name or description

Privileged : Yes

e add filters

Rale T4 Description Privileged Ty Ass.Ty  Type
D Application Administrator Can create and manage all aspects of app registrations and enterprise apps. 0 Built-in
D Application Developer Can create application regi ions independent of the 'Users can register applications’ setting. 0 Built-in
D Attribute Provisioning Administratar :s;ﬂ;r:it:':.dil the provisioning configuration of all active custom security attributes for an o Built-in
D Attribute Provisioning Reader Read the provisioning configuration of all active custom security attributes for an application. 0 Built-in
D Authentication Administrator Can access to view, set and reset authentication method information for any non-admin user. 0 Built-in
D Authentication Extensibility Administrator :::':zrr:l:zsllgnnégz::;gsn up experiences for users by creating and managing custom 0 Built-in
D B2C IEF Keyset Administrator Can manage secrets for federation and encryption in the Identity Experience Framework (IEF). 0 Built-in
D Cloud Application Administrator Can create and manage all aspects of app registrations and enterprise apps except App Proxy. 1 Built-in
D Cloud Device Administrator Limited access to manage devices in Microsoft Entra ID. 0 Built-in
D Conditional Access Administrator Can manage Conditional Access capabilities, 0 Built-in
D Directory Writers fC:rnur;arA:. and write basic directory information. For granting access to applications, not intended o Built-in
D Domain Name Administrator Can manage domain names in cloud and on-premises. 0 Built-in
D External Identity Provider Administrator Can configure identity providers for use in direct federation. 0 Built-in

Clobal Administrator f;:ﬁn::-z;ﬁuge all aspects of Microsoft Entra ID and Microsoft services that use Microsoft Entra 5 Built-in
D Global Reader Can read everything that a Global Administrator can, but not update anything. 0 Built-in
D Helpdesk Administrator Can reset passwords for non-administrators and Helpdesk Administrators. 0 Built-in
D Hybrid Identity Administrator ;?:Trlli[r‘l;a:age AD to Microsoft Entra cloud provisioning, Microsoft Entra Connect, and federation a Built-in
D Intune Administrator Can manage all aspects of the Intune product. 0 Built-in
D Lifecycle Workflows Administrator aiz::)i::&z;nfge all aspects of workflows and tasks associated with Lifecycle Workflows in o Built-in
D Password Administrator Can reset passwords for non-administrators and Password Administrators. 0 Built-in
D Privileged Authentication Administrator ;_‘j:.l?nc;l:ess to view, set and reset authentication method information for any user (admin or nan- 5 Built-in
D Privileged Role Administrator Sa::'lga:magiiole assignments in Microsoft Entra ID, and all aspects of Privileged Identity 5 Builtin
D Security Administrator g.:fr;cr::zss.ecurily information and reports, and manage configuration in Microseft Entra 1D and A suilt-in
D Security Operator Creates and manages security events. 0 Built-in
D Security Reader Can read security information and reports in Microsoft Entra 1D and Microsoft 365. 0 Built-in
D User Administrator Can manage all aspects of users and groups, including resetting passwords for limited admins. 1 Built-in
4




Getrennte Benutzerkonten fur Administratoren

Administratoren leben in zwei Welten:
* Normale Tatigkeiten als Endbenutzer (z.B. Mails)
* Administrative Tatigkeiten

=>» Gleicher Benutzer = GroRere Angriffsflache




Getrennte Benutzerkonten fur Administratoren

Endbenutzer-Konto:
* Standard-Lizenzierung

Administrator-Konto:
e |dealerweise Entra ID P2 oder E5

* MFA (idealerweise Passwordless) * Phishing-resistant MFA

* Endbenutzer-Berechtigungen auf e Keine dauerhaften

Inhalte und Funktionen

Berechtigungen auf Inhalte
e AusschliefSlich fir administrative

— E 2 = ? Tatigkeiten — aktiviert durch PIM
il -

06~y & 5 <s>

Rl

o~ =9






Privileged Identity Management

Demo




Break Glass Accounts fur den Notfallzugriff

Gesonderte Benutzerkonten mit Global Admin Rolle, die nur im Notfall
verwendet werden und deren Authentifizierungsinformationen nur wenigen
vertrauenswirdigen Personen zuganglich sind (z.B. Safe oder Bankschlielsfach)

Gute Anleitung von Microsoft dazu:
https://learn.microsoft.com/en-us/entra/identity/role-based-access-
control/security-emergency-access

h
‘Q‘/;)‘
| g

" BREAK GLASS

ADMIN

© e
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Workload Identities

Zugriffe durch Dienste und Anwendungen
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Workload Identity = Zugriff durch eine Anwendung auf unseren Tenant

| | FYH
[ | Mlcrosoft Home > Wolke7 > Enterprise applications | All applications > Lansco easyGroups

. . o Lansco easyGroups | Permissions X
karl. klammer@waolkesieben.onmicrosoft.com ') Y P |

Enterprise Application

« ~/ Review permissions O Refresh F? Got feedback?

Angeforderte Berechtigungen R

Far Ihre Organisation Gberprifen issi
Deployment plan Permissions

Below is the list of permissions that have been granted for your organization. As an administrator, you can grant permissions to this app on behalf of all users (delegated permissions). You can

<z Lansco easyGroups # Diagnose and solve problems also grant permissions directly to this app (app permissions).
App-| nfo Learn more =
Manage
. . . . m X You can review, revoke, and restore permissions.
Diese Anwendung wird nicht von Microsoft Il Properties Learn more (2 P
verdffentlicht. 2 Owners

To configure requested permissions for apps you own, use the app registration.
Roles and administrators Application registration

&
& Users and groups Grant admin consent for Wolke7
D

Diese App bendtigt folgende Berechtigungen:

~ Alle Gruppen lesen und schreiben
Single sign-an
~ Vollstindige Profile aller Benutzer lesen 2 Provisioning Admin consent  User consent
v Anmelden und Benutzerprofil lesen i Application proxy £ search permissions
v Lesezugriff auf Benutzerprofile C Self-service
APl name Claim value Permission Type Granted throu...  Granted by
. - Custom security attributes
~~ Lese- und Schreibzugriff auf verwaltete Metadaten :
. Microsoft Graph (2)
L - - Ssecuri

~ Verfigt dber Vollzugriff auf alle Sitesammlungen. &

& Conditional Access Microsoft Graph Group.Readwrite.All read and write all groups Application Admin consent An administrat...
Wenn Sie zustimmen, erhalt diese App Zu gr_if‘f auf die o 5. Permissions Microsoft Graph User.Read.All Read all users' full profiles Application Admin consent An administrat...
angegebenen Ressourcen fiir alle Benutzer in Ihrer Organisation.
Niemand sonst wird zur Uberprifung dieser Berechtigungen @ Token encryption Office 365 SharePoint Online (3)
aufgefordert.

Activity Office 365 SharePoint Cnline TermStore Readwrite.All  Read and write managed metadata Application Admin consent An administrat.,

Durch das Akzeptieren dieser Berechtigungen gestatten Sie dieser
App, lhre Daten gemak den Vertragsbedingungen und den 3 sign-in logs Office 365 SharePoint Online User.Read.All Read user profiles Application Admin consent  An administrat...

Datenschutzbestimmungen zu verwenden. Unter

https:ffmyapps.m icrosoft.com kénnen Sie diese Berechtigungen il Usage & insights Office 365 SharePoint Online Sites.FullControl.All Have full control of all site collections Application Admin consent An administrat...
andern. Details anzeigen & Auditlogs

. - T
Wirkt diese App verdachtig? Hier melden & Provisioning logs

7= Access reviews
Abbrechen Akzeptieren
Troubleshooting + Support

& New support request
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N

Workload Identities gezielt steuern und uberwachen

¢ B B & £ 0 O ¢

we

o

& 0 o0 8 S v a @

& &

Agents

Favorites e

Entra ID o~
Overview

Users

Groups

Devices

Enterprise apps

App registrations

Roles & admins

Delegated admin partners
Domain services

Conditional Access
Multifactor authentication
Identity Secure Score
Authentication methods
Password reset

Custom security attributes
Certificate authorities
External Identities
Cross-tenant synchronization

Entra Connect

2 search resources, services, and docs (G+/)

I  copilot

Home > Enterprise applications | Consent and permissions > Consent and permissions | Admin consent settings » Enterprise applications

Wolke?

Overview
@ overview

A Diagnose and solve problems

Manage

82 Al applications

8 Private Network connectors
&F User settings

BR App launchers

a

®} Custom authentication extensions

Security

& Conditional Access

&) Consent and permissions
@ Application policies
Activity

3 sign-inlogs

fill Usage & insights

ﬁ Audit logs
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M Provisioning logs

7= Access reviews

@ Admin consent requests
&% Bulk operation results

Troubleshooting + Support

3‘ New support request

Enterprise applications | All applications

karl. klammer@wolkesie...
WOLKE? (WOLKESIEBEN ONMIC...

b
Mew application O Refresh ¢ Download (Export) o Preview info Columns. [&5] Preview features 9? Got feedback?
a
Wiew, filter, and search applications in your organization that are set up to use your Microsoft Entra tenant as their Identity Provider,
The list of applications that are maintained by your organization are in application registrations.
‘ A Search by application name or object ID Application type == Enterprise Applications Application 1D starts with +T Add filters
53 applications found
Name T4 Object D Application ID Homepage URL Created on T4 Certificate Expir... Active C
€ AvePoint Insights for Microsoft365 00d61395-90dc-4b9... ed6f3a56-29b3-4033... https)//www.avepain.. 19.9.2024 -
m PnP Management Shell 090d64ec-eaab-4fc6.. 31359c7f-bd7e-475c... https/faka.ms/m365.. 7.3.2022 -
AvePoint Cloud Governance for Power Platfo... 09e3e2b8-1616-43ff.. db5de099-doed-416... https://www.avepoin... 19.9.2024 -
. Microsoft Graph Command Line Tools 10ec52dc-c873-43c6... 14d82eec-204b-4c2f... https;//docs.microsc... 29.4.2025 -
. FlowRPCustomConnector 146c2045-7525-469...  ccc737ba-4bce-4a7l.. httpsy//usflow.micro.. 27.8.2018 -
E] AvePoint tyGraph for SharePoint 1627c112-0d36-4fb6... 8229eae2-480b-4e7... 16.1.2025 -
~Z~ Lansco easyGroups 287304e9-6b57-492... BefaTae2-3a38-46580... 3.8.2020 -
Q AvePoint Cloud Backup for Microsoft365 (All..  296b4418-17c2-4daf... c21d796d-36a5-430... https:;//identity.avep.. 24.3.2025 -
H Confluence Cloud 2ba65c8d-85d1-4a0.. 4aa38041-66a2-41a... 9.5.2022 -
A AvePoint Online Services 335d427f-2b23-483... ael6e128-c76e-4a38.. hitps;//identity.avep.. 17.9.2024 -
O AvePoint Cloud Backup for Azure 35f2f488-16df-4512-... Gadeb4df-f01f-43e2-... https;//identity.avep.. 19.9.2024 -
(fa) AvePoint Fly for Entra ID Source and Destina...  3a527ede-1ca5-46df.. 1da3c5bl-adle-417.. httpsy//www.avepoin.. 9.7.2025 -
MSC Chat Copilet Backend 3f2233b3-e02d-41c0... 2cB131de-cddd-44d... 3.9.2023 -
A Ava 3fcf2af6-222d-4829-... 6f30434d-3cfa-4cf8-... https://loginmicroso.. 4.11.2024 -
(fa) AvePoint Fly 431d1600-09e0-4d0... 34be87c0-bd08-47a... https://identity.avep... 9.7.2025 -
Sync to ASW Dev Tenant 44d16985-e0f1-4344... 978ff7fc-da1f-43cc-8... https://accountactiv... 16.6.2025 -
@ Pnp.Powershell 4731f6e9-9d12-49f5... bb0c5778-9d5c-41e... 15.6.2018 -
. Rencore Deploy SPFx package 4d1d902f-1566-428... be278e09-27a8-47a... 19.3.2019 -
A APElements Security and Analysis 59521907-d8f6-4149... 97cB0a23-521e-407... 16.1.2025 -
@ AvePoint Cloud Governance for Microsoft365  63610cfa-79ee-4bb8... 1a7f2da3-4cd8-4896.. https://www.avepoin... 19.9.2024 -
ﬂ Pnp PowerShell 64bcfa27-5887-46cc.. b8f82186-3b88-4d4.. 12.8.2024 -
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> LANSCO

Consent fur Workload Identities klar regeln

Home > Wolke7 > Enterprise applications | All applications > Lansco easyGroups | Permissions > Enterprise applications | User settings >

2 Consent and permissions | User consent settings

€ E| Save X Discard Q,'_*" Got feedback?
Manage

Control when end users and group owners are allowed to grant consent to applications, and when they will be required to request
administrator review and approval. Allowing users to grant apps access to data helps them acquire useful applications and be productive, but
can represent a risk in some situations if it's not monitored and controlled carefully.

&F User consent settings
¥ Admin consent settings

=} - - . - - -
ik Permission classifications User consent for applications
Configure whether users are allowed to consent for applications to access your organization's data. Learn more

(:) Do not allow user consent
An administrator will be required for all apps.

O Allow user consent for apps from verified publishers, for selected permissions
All users can consent for permissions classified as "low impact”, for apps from verified publishers or apps registered in this organization.

@ Let Microsoft manage your consent settings (Recommended)
Automatically update your organization to Microsoft's current user consent guidelines. Learn more

https://entra.microsoft.com/#view/Microsoft AAD IAM/ConsentPoliciesMenuBlade/~/UserSettings



https://entra.microsoft.com/#view/Microsoft_AAD_IAM/ConsentPoliciesMenuBlade/~/UserSettings

Was ist mit Device
Management?

Device Management ist wie Identity
& Access Management ein zentraler
Bestandteil des Zero Trust-Modells.

Intune bietet eine sehr gute
Integration in die restlichen Security-
Funktionen der Microsoft Cloud.

Um nicht den Rahmen zu sprengen:
Bei Interesse gerne melden ©

s M
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Prozesse fur den |




Welche Prozesse sollten mindestens etabliert sein?

Lebenszyklus fiir Benutzerkonten
Lebenszyklus fur Workload Identities
Verarbeitung des Message Centers
Uberwachung des Secure Scores
Reaktion auf Security Alerts

Vorgehen fur Forensik und Logsichtung

B G

Vorgehen fur Notfallzugriff




> LANSCO

Message Center als Quelle fur (sicherheitsrelevante

|

e

&

Home

Copilot

Users

Teams & groups
Roles

Billing

Settings

Health

Message center

Software updates

Admin centers

¢ Identity

Customize navigation

Show all

Inbox

/D Search

Archive

¥z Add to favorites =] Archive &) Markasread |22 Share

|

(]

Message title
LTIV L SO UMM LS LIS ST ILY W Ui

Studio agents with additional threat protection

Dynamics 365 Contact Center - Enable selective hold with
music and exit prompts

An updated version of the October 2025 Scan Cab is
available

Microsoft Custom engine agents: Introducing file upload
support

Microsoft PowerPoint: "Reuse Slides” feature will retire
starting 2026

Microsoft 365 Copilot (web and mobile): Sharing Copilot
Notebooks and mobile app rollout

Microsoft Defender for Identity: Activate the Unified
Sensor now generally available

Updated SharePoint document library user experience

Mi ft Defender for ity: New r ]
added to Microsoft Secure Score

Microsoft Authenticator app: Upcoming changes to
jailbreak and root detection

Policy-based removal of pre-installed Microsoft Store
apps

Dynamics 365 Customer Service - Configure quality
evaluation with quality evaluation agent

Take Acti Qut-of-band update to address a
vulnerability in Windows Server Update Services (WSUS)

Microsoft 365 Copilot: Generate text for a PowerPoint

Service

LTJ Power Platform

= Dynamics 365 Apps
28 Windows

T Wicrosoft 365 Copilot
G Microsoft 365 Apps

T Wicrosaft 365 Copilot

@ WMicrosoft Defender XDR

B SharePeint Online

. Microsoft Defender XDR.

D Wicrosoft Entra
o8 Windows
W Dynamics 365 Apps

28 Windows

¥ Wicrosoft 265 Copilot

Neuerungen

e
1selected X | O Search

Last updated | Act by Relevance ©
wiier, eued e
Oct 25, 2025 EE Medium
Oct 25, 2025 EE Medium
Oct 24, 2025 EE Medium
Oct 24, 2025 HEE High
Oct 24, 2025 EEE High
Oct 24,2025 EE Medium
Cct 24, 2025 HEE High
Oct 24, 2025 EE  Medium
Oct 24, 2025 HEE High
Oct 24, 2025 EE Medium
Oct 24,2025 EE Medium
Oct 24, 2025 EE Medium
Oct 23, 2025 EE Medium

https://admin.cloud.microsoft/?#/MessageCenter

Status fol
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Secure Score als Metrik und Leitfaden fur einen sicheren Tenant

@ LANSCO Microsoft Defender

Microsoft Secure Score

E it = 3 - 3
ARy Overview Recommended actions  History  Metrics & trends
Overview
Microsoft Secure Score is a representation of your organization's security posture, and your opportunity to improve it.
Attack surface
Applied filtes Filter
Exposure insights

Your secure score Include Actions to review Comparison

. 0] 0] . cepted © - (0]
o . Secu re Score: 77.46% Regre To address Planned Risk accepted Recently added [ 77.46 /100
ata connectors 22 97 1 | 0 I S

965.88/1247 points achieved

Secure score

Recently updated

Organizations of a similar size 43,85 /100
I
(D Investigation & response omE ——————————— 0

Threat intelligence Top recommended actions

Recommended action Score impact Status Category

S @ &

O A 9 A
A {0 o
e e e S

+0.72% QO To address Device
Microsoft Sentinel

Breakdown points by: Category +0.72% O To address Device

Identities [[dentity}

+0. QO To address Device
Endpoints +0.64% O To address Device
[Device]
Email & collaboration +0.64 Risk accepted Device

s

+0.64% O To address Device

Cloud apps

Pensesiteet] [ Expminy 1064% O Toaddress  Device

SOC optimization
+0.56% O To address Device

Reports
Learning hub

Trials History Resources Messages from Microsoft

Get the inside scoop from Microsoft Security.
More resources Date/Time 7
Bl | -am about the recommended actions and how to
improve your score.

https://security.microsoft.com/exposure-secure-score
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< LANSCO

Alerts Policies nutzen

@ LANSCO Microsoft Defender

Dashboard Alert policy
Service accounts
Health issues

Tools New Alert Policy Refresh 48 items Filter

5 Endpoints D Name Type ™~ Category ™ Date modified(UTC) Tags

Vulnerability management Custom Information governance Oct 1, 2025 12:33 PM

Pariners and APls Custom Permissions Nov 21, 2024 8:38 PM

Configuration management
MIP Autolabel simulation completed System Threat management Mar 9, 2021 &31 PM

=  Email & collaboration
Suspicious email sending patterns detected System Threat management Feb 11, 2020 6:29 PM

Cloud apps Email messages removed after delivery Informational System Threat management Apr 8,2022 3:12 PM

SOC optimization Email messages from a campaign removed after delivery Informational System Threat management Apr 8,2022 3:12 PM

Reports
Admin triggered user compromise investigation System Threat management Aug 3, 2021 10:42 AM
Learning hub

A user clicked through to a potentially malicious URL System Threat management May 31, 2022 10:34 AM
Trials

[l T s Suspicious connector activity System Threat management May 10, 2022 3:31 PM

& s m Successful exact data match upload System Threat management Feb 16, 2021 5:11 PM

Audit Administrative action submitted by an Administrator Informational System Threat management Apr 3, 2025 5:34 PM

Data management -

of

admin privileg System Permissions Nov 29, 2018 6:02 AM

Permissions
Reply-all storm detected High System Mail flow Feb 28, 2025 9:34 PM
Health

Settings Email messages containing malware removed after deli... Informational System Threat management May 4, 2021 524 PM

O
a
a
O
O
a
O
O
a
a
O
O
O

Email messages containing malicious URL removed afte... Informational Threat management Apr 8,2022 3:12 PM
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> LANSCO

Audit- und Signin-Logs um Ereignisse nachzuvollziehen

/O Search

R = a
Home Total Result Count: 132 items
n .
® Q‘ Audit
Solutions
D Q  Search 4 Export osaft Entra adi /O Search resources, services, and docs (G+/) l 0 copilot
Le=s 2 Policies B App registrations Home >
m Date (UTC) | IP Address User Record Type Activity ltem S Roles & admins Slg"'lﬂ events - x
= Related solutions
Oct 15, 2025 5:50 ... marcoschmittnae..  SharePointFileOp...  Accessed file Inhaltssammiung.... S  Delegated admin partners J Download v 5% Export data Settings /% Troubleshoot () Refresh  #5% Manage view 27 Got feedback?
@ Q’h eDiscovery O Domain services ;
Settings Oct 15, 2025 5:44... marco.schmittnae...  SharePointFileOp...  Accessed file Inhaltssammlung.... (2 Want to switch back to the legacy signin logs experience? Click here to leave the preview. X
E (BaiE Szaiyy % Conditional Access §
0 Investigations (preview) X - § Y Add fitter Show dates as: UTC Date range: Last 24 hours " Reset filters
s, | Oct 15, 2025 5:44.. marcoschmitinae...  SharePointfileOp..  Accessed file fa2f142-2589-46...
P @ Multifactor authentication
e User sign-ins (interactive)  User sign-ins (non-interactive)  Service principal sign-ins  Managed identity sign-ins
Oct 15, 2025 5:44... marco.schmittnae...  SharePointFileOp...  Accessed file IKP Inhaltssamml... D |dentity Secure Score .
Date | Request ID User principal name Application Status 1P address Resc
Oct 15, 2025 5:26... marcoschmittnae...  SharePointFileOp...  Accessed file _sitelcon_jpg A Authentication methods
2025-10-27T14:32:06Z 099e63d3-51e7-44ab-a8a2-5445...  karlklamme Lansco easyGroups Interrupted win
B Password reset
Qct 15, 2025 5:26... marco.schmittnae...  SharePointFileOp...  Accessed file Allltems.aspx 2025-10-27T14:31:29Z 099263d3-51e7-442b-2832-5445...  karlklamme Azure Portal Success Azul
@ Custom security attributes R
2025-10-27T14:31:22Z d4e32826-64e5-4f00-804a-Bada...  karlklamme Azure Portal Success Azu
Oct 15, 2025 5:23 .. marco.schmittnae...  SharePointFileOp...  Accessed file Alltems.aspx
¥  Certificate authorities 2025-10-27T14:24:00Z 788d1052-5e2d-4947-070d-86b...  karl.klamme Azure Portal Success Azw
Oct 15, 2025 5:23 ... marco.schmittnae...  SharePointFileOp...  Accessed file Allitems.aspx HP  External dentities 2025-10-27T14:2:202 7a9d3064-1639-4826-807d-9271...  karlklamme Office 365 SharePoint O...  Failure Offic
2025-10-27T13:44:302 322e6108-644-4672-06b2-237a...  karl.klamme Office365 Shell WCSS-Cl..  Success offic
Qct 15, 2025 5:23 marco.schmittnae SharePointFileQ; Accessed file Allltems.aspx €) s S
! e ’ F = 2025-10-27T13:44:257 68683ch-5e3b-4172-0737-40b49...  karl klamme SharePoint Online Web ...  Success Mic
¢ Enira Connect _
Oct 15, 2025 5:23 ... marco.schmittnae...  SharePointFileOp...  Accessed file Allitems.aspx 2025-10-27T13:44:23Z ccc3ed4f-42b6-4a21-8a13-3400d...  karlklamme Office 365 SharePoint 0.  Success Offic
S BaneiEE 2025-10-27T13:20:10Z s6dascaf-fics-accf-adc2-7497dg...  Karl.Klamme Azure Portal Success Azu
Oct 15, 2025 5:23 . marco.schmitinae...  SharePointfileOp...  Accessed file Allitems.aspx 5 custom branding 2025-10-27T13:14:14Z 2efo6deb-2814-4492-8205-c2d0...  karlklamme Office365 Shell WCSS-CL..  Success offic
§ 5-10-27T12:14: -ecOe-4785-ade6-
Oct 15, 2025 5:23 . marcoschmitinae..  SharePointFileOp..  Accessed file Alltems.aspx & Mobility 2025-10-27T13:1401Z 6bc0f883-ecle-4785-ade6-55f70...  karlklamme Power Virtual Agents Success Pow
2025-10-27T13:05:39Z dca3c829-1b35-4fc2-8652-583f9...  karl.klamme Azure Portal Success Azu
. o X P Monitoring & health ~
Oct15. 2025 5:23 .. marcoschmittnae...  SharePointfileOp...  Accessed file Allitems.aspx 2025-10-27T12:30:287 905dc008-48a7-43b7-b776-ee54...  karl.Klamme Office365 Shell WCSS-Cl...  Success offic
— Frram s
I 2 < 2025-10-27T12:30:182 65307c63-4850-401-afb2-19ed0...  karl.klamme Office365 Shell WCSS-Cl..  Success offic

htt ps //pu rVi ew.m | CFOSOft.CO m/a u d |t/a ud Itsea rch Audit logs 2025-10-27T12:30:112 de7aca02-7i4f-413e-88f5-7bdct..  karlklamme SharePoint Online Web ...  Success Mict

Provisioning logs. 2025-10-27T12:30:08Z 1b84023b-190f-4900-8d09-8003...  karl klamme Office 365 SharePoint 0. Success Offic
Health 2025-10-27T12:27:04Z 6144d275-24f7-41d4-20e7-2adz3...  karlklamme One Outlook Web Success Offic
2025-10-27T12:26:47Z 868c8c00-7509-4ef3-9157-5e16...  karlklamme Azure Portal Success Azul
Log Analytics
2025-10-27T12:26:25Z b5a42f7e-cdbb-4333-8506-dead, karl klamme Azure Portal Success Azu

Di tic setti
isanestic setings v 2025-10-27T12:26:227 0cb77683-5b05-45¢7-8ceD-90e7.. karl klamme Azure Portal Interrupted Azul

4
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Wie konnt ihr konkret als nachstes tun?

1. Lizenzierung klaren: Conditional Access fur
Endbenutzer & PIM fir Admins

(siehe https://m365maps.com/matrix.htm)

Getrennte Konten & PIM fur Admins einfuhren

Break Glass Accounts einrichten
MFA Uber Conditional Access gezielt erzwingen

oo BY e

Secure Score und dessen Empfehlungen sichten



https://m365maps.com/matrix.htm
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