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I’d add:

Use your GRC Career Development Plan as an ice-breaker to ask for a mentor
meeting, to get these stretch assignments

Pursue relevant certifications

Security Certification Roadmap - Paul Jerimy Media
IT Security Certification Roadmap charting security implementation, architecture,
management, analysis, offensive, and defensive operation certifications.
pauljerimy.com/security-certification-roadmap

GRC Jumpstart - Simply Cyber Academy

Aligns to cyberseek.org in terms of what’s on the job postings

Cyberseek.org

They’re on the DoD 8140 list

They’re expensive and old (CISA from 1978, CISSP 1994, CISM 2002), from big
companies

QUESTION: What is the ratio of killer to filler in CISA and CISM training?

Differences in my GRC Certification Roadmap shortlist

Doesn’t include Security+ within the GRC niche, but it is recommended on the
roadmap for broad knowledge

CISM is a runner up

To get promoted to Manager at a big 4 firm, you need e.g. one of the
ISACA certs, not e.g. both CISA and CISM

Adds AKYLADE Cyber Resilience Fundamentals and Practitioner

On AKYLADE certs for GRC (from my biased Instructor perspective FWIW):

It’s early innings of AKYLADE certs getting established with HR and hiring
managers, to appear on job postings

But AKYLADE is pursuing ISO 17024 certification and expects to get on the
DoD 8140 list

I had a team member get the CISA and it did not move the needle on their
contribution to the team

AKYLADE training has been directly impactful for me (more so that CISA in my
experience) and members of my team

Although the CSF document is free, and there’s free training on it from NIST,
myself and others, I strive to add value beyond those options in Simply Cyber
Academy, and have student testimonials here.

There’s value in testing your knowledge on exam day with an ISO 17024-
compliant exam

Education is a small but powerful 10% component in a Career Development
Plan to grow yourself faster

QUESTION: Does my GRC Certification Roadmap still make sense, or any updates to
make?

GRC Certification Roadmap

Beginner

https://roadmap.sh/r/grc-certification-roadmap

Intermediate I

https://roadmap.sh/r/grc-certification-roadmap

Intermediate II

https://roadmap.sh/r/grc-certification-roadmap

Expert

https://roadmap.sh/r/grc-certification-roadmap

Build your knowledge base

I consume all of these all the time! Great stuff.

Awesome course, I’ve blogged about:

Awesome report. Key insights over the years:

There’s three ways to get hacked

Credential compromise

Misconfiguration

Vulnerability

“You are a target”

It’s not personal, it’s a professionalized business of cybercrime with a
division of labor

Create GRC work products

You can draft sample security policies, whatever you do, like create a GitHub, create a
personal website… You can develop compliance checklists for common frameworks and
share those out. You can design metrics dashboards.

Put them there so people can find your portfolio. Then if they can use yours and not build
their own, they're going to love it and they’re going to tell people! And you're going to be
known as the person who developed that, right?

It makes your resume stand out.

CPA to Cybersecurity Posts

Steve McMichael
April 27, 2025

Watch on

Simply Cyber GRC Analyst Masterclass Study …
Share

https://www.cpatocybersecurity.com/
https://www.cpatocybersecurity.com/c/how-i-help-you
https://www.facebook.com/sharer/sharer.php?u=https%3A%2F%2Fwww.cpatocybersecurity.com%2Fp%2Fhow-to-gain-initial-grc-experience-beta
https://twitter.com/intent/tweet?url=https%3A%2F%2Fwww.cpatocybersecurity.com%2Fp%2Fhow-to-gain-initial-grc-experience-beta
https://www.threads.net/intent/post?text=https%3A%2F%2Fwww.cpatocybersecurity.com%2Fp%2Fhow-to-gain-initial-grc-experience-beta
https://www.linkedin.com/sharing/share-offsite?url=https%3A%2F%2Fwww.cpatocybersecurity.com%2Fp%2Fhow-to-gain-initial-grc-experience-beta
https://pauljerimy.com/security-certification-roadmap/?utm_source=www.cpatocybersecurity.com&utm_medium=referral&utm_campaign=how-to-gain-initial-grc-experience
http://cyberseek.org/?utm_source=www.cpatocybersecurity.com&utm_medium=referral&utm_campaign=how-to-gain-initial-grc-experience
https://www.cyberseek.org/heatmap.html?utm_source=www.cpatocybersecurity.com&utm_medium=referral&utm_campaign=how-to-gain-initial-grc-experience
https://www.cpatocybersecurity.com/p/certs
https://www.youtube.com/watch?v=Q6nQk_aTGb4&utm_source=www.cpatocybersecurity.com&utm_medium=referral&utm_campaign=how-to-gain-initial-grc-experience
https://academy.simplycyber.io/p/accrf?utm_source=www.cpatocybersecurity.com&utm_medium=referral&utm_campaign=how-to-gain-initial-grc-experience
https://roadmap.sh/r/grc-certification-roadmap?utm_source=www.cpatocybersecurity.com&utm_medium=referral&utm_campaign=how-to-gain-initial-grc-experience
https://roadmap.sh/r/grc-certification-roadmap?utm_source=www.cpatocybersecurity.com&utm_medium=referral&utm_campaign=how-to-gain-initial-grc-experience
https://roadmap.sh/r/grc-certification-roadmap?utm_source=www.cpatocybersecurity.com&utm_medium=referral&utm_campaign=how-to-gain-initial-grc-experience
https://roadmap.sh/r/grc-certification-roadmap?utm_source=www.cpatocybersecurity.com&utm_medium=referral&utm_campaign=how-to-gain-initial-grc-experience
https://roadmap.sh/r/grc-certification-roadmap?utm_source=www.cpatocybersecurity.com&utm_medium=referral&utm_campaign=how-to-gain-initial-grc-experience
https://roadmap.sh/r/grc-certification-roadmap?utm_source=www.cpatocybersecurity.com&utm_medium=referral&utm_campaign=how-to-gain-initial-grc-experience


Keep reading

View more

CPA to CybersecurityCPA to CybersecurityCPA to CybersecurityCPA to Cybersecurity

GRC | CAREER CROSSOVER | CERT PREP
| Break into Cybersecurity Governance,
Risk & Compliance from diverse
backgrounds, like accounting. Already in?
Elevate your GRC skills, methods and
mindset.

HomeHomeHomeHome

Posts

AccountAccountAccountAccount

Upgrade

Manage
Subscription

Referrals

How I HelpHow I HelpHow I HelpHow I Help
YouYouYouYou

How I Help
You

SubscribeSubscribeSubscribeSubscribe

I consent to receive newsletters via email.
Terms of Use and Privacy Policy.

© 2025 CPA to Cybersecurity. Privacy Policy Terms of Use Powered by beehiiv

Dr. Gerald Auger

I really like the idea in GRC Jumpstart of a CIS 18 assessment for a home
network

Awesome for learning + valuable for personal cyber safety

Added it to the GRC Analyst Career Development Plan stretch assignment
ideas  

I also added GitHub repo to blog and YouTube channel ideas

Network Strategically

❝

Don't just connect and be like, “hi, I'm I'm also
interested in GRC. Thanks bye.” Right?

Engage.

Ask thoughtful questions.

Contribute to the discussion.
Dr. Gerald Auger

Talking about what you’re studying is a great topic for these communities

Consider transitional roles

If you're an IT auditor, boom. If you're a security administrator with documentation,
responsibilities, boom. Compliance coordinator, security ops analyst. Dude, there are so
many ways. Just look at the work you're doing and see where there is GRCc related work
or GRC adjacent.

Dr. Gerald Auger

Cybersecurity Career Pathway
Explore the key jobs within cybersecurity, common transition opportunities between
them, and detailed information about the salaries, credentials, and skillsets
associated with each role
www.cyberseek.org/pathway.html

QUESTION: Seriously when will GRC Analyst be in here?

Volunteer

Volunteer at a nonprofit, help them with their security governance right. Do a quick
assessment of like their basic protection controls that they have in place. Are they doing
MFA or is their email secure? Do they have backups whatever. Like do it and then don't
disclose your findings because that's sensitive information. But disclose that you're doing
assessments. You're doing GRC work. Hello. That's awesome. These activities will build
experience while demonstrating your commitment to the field.

Dr. Gerald Auger
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