Enabling Nested Virtualization On VBS-Enabled Hosts

1. Verifying Virtualization-based Security (VBS) status 
· Open System Information:
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· If it is disabled, then proceed to step 4.
· If it is enabled “Running”, continue to step 2.

2. Disabling Virtualization-based Security
· Open Registry Editor, and navigate to:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\DeviceGuard\Scenarios\CredentialGuard

· Set the “Enabled” key value to 0

· Reboot

· After rebooting, verify that VBS is now disabled in System Information
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3. Preventing VBS from Being Re-enforced on Startup
· Open Registry Editor, and export the modified “CredentialGuard” key to C:\
Save it as C:\CredentialGuard.reg

· Create a batch file to re-import this key later during shutdown:
reg import "C:\CredentialGuard.reg"
Save it as DisableVBS.bat

· Using Group Policy to Run a Shutdown Script

· Copy the batch file to:
“C:\WINDOWS\System32\GroupPolicy\Machine\Scripts\Shutdown”

· Update group policy:  gpupdate /force
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4. Enabling nested virtualization in VMware Workstation

· In VM settings: Enable “Virtualize Intel VT-x/EPT” option
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Note:
Enabling this option automatically appends this line vhv.enable = "TRUE" to the VMX configuration file. And no further manual edits to the .vmx file are required to enable nested virtualization. (i.e: No need to touch the vmx file)
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